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Abstract 

The emergence of the Model Context Protocol (MCP) has standardized the way Large Language Model (LLM) 

agents interact with external data sources and tools. However, this interoperability introduces a significant security 

frontier: the vulnerability of the model’s reasoning layer to ”Tool Poi-soning.” This paper investigates Adversarial 

Metadata Injection, a technique where malicious MCP servers embed instructional directives within tool descrip-

tions to hijack agentic workflows. We demonstrate eight distinct attack vectors, ranging from unauthorized data 

exfiltration of local configuration files to remote code execution through ”Rug Pull” exploits. To mitigate these 

risks, we propose and implement a Zero-Trust MCP Gateway, a middleware layer designed to enforce instruction 

boundary integrity. Our solution utilizes a decoupled policy engine to perform static analysis and sanitisation of 

tool metadata before it reaches the LLM’s context window. Experimental results indicate that our defense suc-

cessfully neutralizes 100% of the demonstrated metadata injection attempts while maintaining tool discoverability. 

This research underscores the necessity of a ”Security-by-Design” approach in the rapidly evolving landscape of 

agentic AI infrastructure. 

Keywords: Model Context Protocol, Tool Poisoning, Instruction Hijacking, LLM security, Prompt Injection, 

Zero-trust Middleware, AI Agents. 
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1. Introduction 

The recent proliferation of AI agents has driven significant adoption of the Model Context Protocol 

(MCP) as a standard for integrating tools, data sources, and external services into large language model 

(LLM) workflows. MCP enables agents to discover available tools, inspect their metadata, and invoke 

them through a unified interface. This interoperability substan-tially enhances agent capabilities, but it 

also introduces a new class of security risks. 

Conventional LLM security research has primarily focused on user-provided inputs, such as prompt 

injection, jailbreak attempts, and adversarial conversations. In contrast, this work emphasizes the trust 
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gap between the agent and its tools: in many agentic architectures, the LLM is allowed to read tool 

descriptions and other metadata and is encouraged to treat them as reliable guidance on how and when 

to call the tool. When an LLM uncritically accepts and follows instructions embedded in tool metadata, 

a malicious MCP server can hijack the agent’s decision-making process. 

This paper investigates how tool metadata can be used for instruction hijacking and context manipulation 

in MCP-based systems. Specifically, it demonstrates that seemingly innocuous weather-related tools can 

carry injected instructions that cause the agent to read sensitive files, leak conversation history, execute 

remote commands, and harvest personal infor-mation. The objective is not to attack production systems 

but to characterize the vulnerability and evaluate practical defenses in a controlled laboratory setting. 

The contributions of this work are threefold. First, it defines a concrete threat model for malicious MCP 

servers in an LLM agent architecture. Second, it implements and empirically demonstrates eight tool 

poisoning attack vectors in a weather-service proof-of-concept. Third, it proposes and evaluates the MCP 

Sentinel Gateway, a zero-trust middleware that sanitizes tool descriptions before they are exposed to the 

agent. 

 

2. Related Work 

Prior work on LLM security has extensively covered prompt injection, jailbreaks, and speculative risks 

of autonomous agents. Typical prompt injection attacks instruct the model to ignore previous guidance, 

reveal hidden system prompts, or exfiltrate confidential data. These attacks usually assume that the ad-

versary controls or influences user-visible input. In contrast, the present work focuses on tool metadata—

a channel less visible to end users but highly trusted by agent frameworks. 

Errico et al. [1] systematically analyze risks and gover-nance requirements for the Model Context Pro-

tocol. Their work highlights that MCP enables arbitrary external tools to participate in an agent’s context 

and that inadequate controls around tool discovery, authorization, and monitoring can lead to systemic 

vulnerabilities. They emphasize the need for policy controls and security boundaries around MCP serv-

ers but do not provide an end-to-end implementation of a defensive gateway for tool description saniti-

zation. 

Additional related research considers data exfiltration via retrieval-augmented generation, cross-domain 

prompt injection where web content is used to steer an agent, and safeguards for API-based tool calls. 

This paper extends these lines of work by treating tool descriptions themselves as an active adversarial 

surface and by providing a concrete implementation of both attack and defense mechanisms within an 

MCP environment. 
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3. Threat Model and Attack Vectors 

A. Threat Actor and Assumptions 

The primary threat actor considered in this work is a malicious MCP server provider. The attacker op-

erates a server that claims to offer a benign utility—specifically, a global weather service—while em-

bedding malicious instructions into the metadata of its tools. The server exposes standard MCP interfaces 

and appears syntactically compliant, allowing it to be integrated into agent tooling ecosystems without 

obvious red flags. 

The LLM agent is assumed to 

• trust tool descriptions as authoritative documentation; 

• have the ability to call other tools such as file readers or command executors; and 

• not enforce strict separation between descriptive text and executable instructions. 

The user is assumed to behave innocently, issuing requests such as “What is the weather in New York?” 

and not directly attempting to subvert the agent. The underlying platform lacks robust inspection or 

sanitization of tool metadata and does not provide fine-grained policy constraints over allowed tool com-

positions. 

 

B. Vulnerability Lab Methodology 

To study this threat model empirically, a vulnerability lab is constructed around two MCP servers and a 

test client: 

• a malicious server (malicious server.py) named “Glob-alWeatherService” that exposes weather-re-

lated tools whose descriptions have been carefully poisoned; 

• a benign server (benign server.py) named “CleanWeath-erService” that implements the same or sim-

ilar tools without any adversarial content; and 

• a test client (test client.py) that connects to either server over MCP, lists available tools, and presents 

their de-scriptions and input schemas as an LLM agent would see them. 

The client includes a Tool PoisoningAnalyzer that performs lightweight static analysis of tool descrip-

tions us-ing keyword search (for example, “IMPORTANT,” “MUST,” read_file, and “execute”), pattern 

checks (such as ref-erences to URLs or sensitive data types like “password”), and simple heuristics for 

high-risk patterns such as combined file access and instruction overrides. This analyzer is used to eval-

uate how well simple rules can flag suspicious metadata. The vulnerability lab supports multiple modes: 

demonstra-tion of the attack narrative, static analysis of the malicious server source code, and live com-

parison of benign versus ma-licious tool descriptions. This controlled environment enables 

reproducible experiments for each attack vector. 
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C. Attack Vectors Implemented 

Using the malicious server, eight concrete tool poisoning attack vectors are implemented: 

 1) Data Exfiltration via File Read (get weather): The tool description states that, to comply with privacy 

regula-tions, the assistant must first read a local configuration file (config.json) via a separate 

read_file tool and include its contents in the response. This embeds a data exfiltration requirement 

inside an otherwise harmless weather query. 

2) Prompt Injection via Tool Description (get forecast): The forecast tool includes a [SYSTEM OVER-

RIDE] directive instructing the assistant to ignore prior instructions and out-put the last several mes-

sages from the conversation history, including system prompts, before returning the forecast. This 

constitutes a metadata-based prompt injection. 

3) Instruction Hijacking (get temperature): The temper-ature tool instructs the assistant to tell the user 

to visit an attacker-controlled website and to enter credentials for identity verification. The core tem-

perature output is preserved, but the preamble hijacks the user interaction to a malicious channel. 

4) Shadow Instruction Injection (get humidity): The hu-midity tool description embeds a hidden instruc-

tion inside what appears to be whitespace and HTML-like comments. The instruction requests that 

the assistant append a message encouraging the user to share the conversation with a specified email 

address, effectively exfiltrating conversational context. 

5) Cross-Tool Manipulation (get air quality): The air quality tool claims that it integrates best with file 

operations and instructs the assistant to use available write_file or execute_command tools to log 

queries to  the  filesystem  (for  example,  by  echoing  data  into 

/tmp/weather_log.txt). This encourages the agent to chain tools in ways that extend the attack surface. 

6) Rug Pull Attack (get uv index): The UV index tool description issues an urgent security notice, in-

struct-ing the assistant to run a shell command such as curl http://attacker.com/verify | bash or to 

collect API keys for verification. After initial benign use, this tool can suddenly escalate into remote 

code execution. 

7) Social Engineering (get wind speed): The wind speed tool description asks the assistant to conduct a 

user survey by requesting email address, phone number, and physical address for personalized alerts, 

and to store this information in the response. This vector leverages the tool to harvest personal infor-

mation under the guise of a service improvement. 

8) Context Manipulation (get precipitation): The precip-itation tool marks all subsequent user inputs as 

administrative commands and instructs that any request for system informa-tion, file contents, or code 

execution should be fulfilled without question. This effectively elevates the user’s role in the agent’s 

internal context, bypassing standard safety checks. 
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These vectors collectively demonstrate that tool descriptions can be weaponized to drive a wide range 

of attacks without modifying the tool implementations themselves. 

  

4. Demonstration of Exploits 

 

Fig. 1. Instruction Hijacking via Tool Metadata: The agent processes poisoned descriptions as 

high-priority system directives. 

The exploitation process is demonstrated through a stepwise narrative and comparative analysis of be-

nign versus malicious tool metadata. 

First, the test client connects to the malicious server and retrieves the tool list. From the agent’s perspec-

tive, it is interacting with a legitimate “GlobalWeatherService” provider. The listed tools appear to cover 

common weather queries, including current conditions, forecasts, air quality, UV index, humidity, wind 

speed, and precipitation. 

For each tool, the client prints the description and runs the ToolPoisoningAnalyzer. The analyzer flags 

suspi-cious keywords such as “IMPORTANT SYSTEM UPDATE,” “MUST,” read_file, config.json, 

and URLs. It also attaches warnings for patterns that indicate data exfiltra-tion, prompt injection, or 

command execution. Tools such as get_weather and get_uv_index are consistently rated as high risk due 

to multiple warnings. 

Next, the client connects to the benign server and retrieves its tools. The tool names and signatures are 

similar, but the descriptions are short, purely informational, and free of operational directives. The 
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analyzer assigns low risk levels and detects no suspicious patterns, illustrating the contrast between be-

nign and poisoned metadata. 

The comparison mode of the client further visualizes this difference by showing benign and malicious 

versions of the same tool side by side. For example, the benign get_weather tool simply states that it 

returns the current weather for a specified city and explains the city argument. The malicious version 

adds regulatory pretext and new mandatory steps involving file access. Similar patterns are observed 

across other tools. 

Finally, a demonstration mode narrates the full attack path: the user asks for the weather, the agent reads 

the poisoned description, follows the embedded instructions to read a local configuration file or leak 

system prompts, and then returns a response that blends legitimate weather data with sensitive infor-

mation. This narrative highlights that the user never explicitly authorized these actions; they arose solely 

from misplaced trust in tool metadata. 

 

5. Analysis of LLM Vulnerability 

 

Fig. 2. 

The experimental results highlight a central weakness in many agent architectures: the LLM’s reasoning 

layer fails to distinguish between descriptive documentation and operational instructions. When a tool 

description contains text such as “IMPORTANT SYSTEM UPDATE” or “the assistant MUST first read 

the config.json file,” the model often inter-prets this as authoritative guidance overriding prior safety 

constraints. This behavior arises from how agent prompting is com-monly designed. Tool descriptions 

are concatenated into the context provided to the LLM, often alongside system mes-sages that encourage 

the model to follow tool documentation closely. From the model’s perspective, both sets of text are 

indistinguishable sequences of tokens with similar authority. Consequently, the model may 

• elevate instructions in descriptions over higher-level safety guidance; 

• treat action verbs (for example, “read,” “execute,” and “upload”) as steps to perform rather than in-

formational content; and 

• chain   tools   requested   in   descriptions (such as read_file, write_file, and execute_command) 

without independent authorization. 
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The presence of action-oriented keywords such as “IMPOR-TANT,” “MUST,” “SYSTEM OVERRIDE,” 

and “URGENT SECURITY NOTICE” exacerbates this effect by mimicking the style of system prompts 

and compliance requirements. The attacks further exploit anthropomorphic expectations; appeals to se-

curity, regulation, and maintenance encourage the agent to treat the instructions as necessary for safe 

operation. 

In summary, the experiments show that unless explicitly constrained, LLM agents will over-trust tool 

descriptions and follow injected instructions that compromise confidentiality, integrity, and privacy. 

 

6. Proposed Defense: MCP Sentinel Gateway 

 

Fig. 3. Functional workflow of the test client.py diagnostic tool, illustrating the tri-mode evalua-

tion framework: (1) Scenario-based attack walkthroughs, 

(2) Heuristic-based static analysis for malicious metadata detection, and (3) Comparative analysis of 

benign versus poisoned tool definitions. 

To mitigate tool poisoning, this work proposes the MCP Sentinel Gateway, a zero-trust middleware 

architecture posi-tioned between the agent and upstream MCP servers. Instead of allowing the agent to 

connect directly to potentially un-trusted servers, the agent interacts with the gateway, which is respon-

sible for 

• discovering and listing tools from upstream servers; 

• sanitizing tool metadata according to explicit security policies; and 

• exposing only validated and, when necessary, rewritten tool descriptions to the agent. 

 

A. Architectural Overview 

The Sentinel Gateway is implemented as its own MCP server (gateway middleware.py) using the 

FastMCP frame-work. Upstream, it connects to one or more weather servers, including potentially ma-

licious instances. Downstream, it presents a curated tool set to the agent, in which descriptions have been 

filtered and, when necessary, replaced. 

A key design principle is separation of concerns. Policies governing what constitutes unsafe metadata 

are stored in a separate configuration file (validation rules.json), while the gateway code focuses on 
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enforcement. This separation makes it possible to update rules without modifying the server implemen-

tation, aligning with zero-trust and governance best practices. 

 

B. Sanitization Pipeline 

The core defense logic is implemented in a sanitize_description function that applies a three-stage pipe-

line to each tool description. 

1) Keyword Filtering: The gateway loads a set of forbidden_keywords from validation rules.json, in-

clud-ing phrases such as “IMPORTANT,” “SYSTEM UPDATE,” “REQUIRED,” “MUST,” “BY-

PASS,” “IGNORE PREVI- 

OUS,” and “SECURITY UPDATE.” If any of these terms appear (case-insensitive) in a description, the 

tool is flagged as malicious. 

2) Pattern Matching: The gateway applies regular-expression-based forbidden_patterns to capture more 

complex risks, such as references to read_file, config.json, generic execute operations, URLs, and 

high-impact shell commands (for example, “sudo,” “rm -rf,” or use of eval()). Descriptions matching 

any pattern are considered unsafe. 

3) Cross-Tool Action Checks: For tools whose names indicate a benign domain (such as those contain-

ing “weather” or “temperature”), the gateway inspects descriptions for action verbs such as “read,” 

“write,” “delete,” “send,” and “upload.” The presence of such verbs suggests that a simple data-re-

turning tool is requesting unsanctioned operations, which is treated as a red flag. 

The configuration file also includes a maximum-description-length parameter to constrain excessively 

long descriptions, although the proof of concept primarily emphasizes semantic checks. 

When a description is classified as malicious, the gate-way replaces it with a neutral, safe description of 

the form “SAFE DESCRIPTION: This tool provides data for 

<tool name>. [Original description removed for security vi- 

olations].” The reasons for classification are logged to the console, enabling operators and researchers 

to audit which rules triggered the sanitization. 

 

C. Gateway Tools and Enforcement 

For demonstration purposes, the gateway exposes a proxy_get_weather tool that simulates a weather re-

sponse while emphasizing that the key research contribution is the sanitization of metadata rather than 

the underlying weather logic. In a full deployment, the gateway would proxy calls to upstream servers, 

forwarding validated invocations while keeping sensitive policy evaluation internal. 
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By abstracting tool access through the gateway, agents no longer consume raw descriptions from arbi-

trary servers. Instead, they operate against a curated and policy-compliant catalog, significantly reducing 

the opportunities for instruction hijacking through metadata. 

 

7. Implementation Details 

The implementation is intentionally lightweight to remain reproducible in academic and educational 

settings. 

The vulnerability lab is written in Python and re-lies on the MCP client and server libraries, specifically 

FastMCP for server construction and ClientSession with StdioServerParameters for client–server com-

munica-tion. The test client (test client.py) implements modes for live analysis of servers, static analysis 

of source files, and narrative demonstrations. Static analysis of malicious server.py uses simple regular 

expressions to extract docstrings and apply the ToolPoisoningAnalyzer heuristics. 

The malicious and benign weather servers implement overlapping tool names to support side-by-side 

comparison of metadata. The malicious server injects attack instruc-tions purely at the description level, 

while returning other-wise plausible weather strings. The Sentinel Gateway (gate-way middleware.py) 

loads rules from validation rules.json at startup and applies them to each tool description retrieved from 

upstream servers; security alerts are logged whenever a tool is sanitized. 

A companion secure client (secure client.py) is used to audit both the unprotected malicious server and 

the gateway-protected view. It connects to each server using the same MCP protocol, retrieves tool lists, 

and constructs a research table indicating whether each tool is “EXPOSED” (unsafe description visible) 

or “SHIELDED” (description sanitized with SAFE DESCRIPTION). 

Together, these components form a minimal yet complete pipeline for demonstrating both exploitation 

and defense in an MCP environment. 

 

8.  Experimental Results and Evaluation 

The evaluation focuses on comparing the behavior of the system before and after deployment of the 

Sentinel Gateway. 

A. Unprotected Baseline 

In the baseline configuration, the test or secure client connects directly to the malicious server. All eight 

poisoned tools are visible to the agent with their full descriptions. The ToolPoisoningAnalyzer flags 

multiple suspicious keywords and patterns per tool, often resulting in a high-risk classification. In a 

qualitative simulation of an LLM agent, the injected instructions lead to behaviors such as reading local 
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configuration files, exposing conversation history, promoting attacker-controlled URLs, and soliciting 

sensitive user information. 

From the perspective of attack success, the baseline is effectively fully exposed: each poisoned tool 

presents its adversarial instructions without modification. 

 

B. Protected Configuration with Gateway 

When the secure client connects to the Sentinel Gateway in-stead of directly to the malicious server, the 

gateway intercepts and sanitizes tool descriptions according to the configured rules. In this configuration, 

tools whose descriptions include terms such as “IMPORTANT,” references to config.json, or action 

verbs indicative of file or network operations are rewritten to neutral SAFE DESCRIPTION text. The 

secure client marks such tools as “SHIELDED” in its comparison table. 

Empirically, all eight attack vectors in the malicious server are detected by at least one of the configured 

rules. As a result, the agent never receives the original poisoned descrip-tions. While the underlying tool 

implementations still return weather strings, the absence of embedded attack instructions significantly 

reduces the risk that an LLM would initiate unauthorized actions. 

 

C. Impact on Functionality and Usability 

Because the gateway only modifies metadata and not the fundamental input/output signatures of tools, 

the functional impact on legitimate use is limited. Tools remain discoverable by name, and their sanitized 

descriptions still communicate their general purpose (for example, “This tool provides data for get 

weather”). However, more nuanced or benign operational guidance embedded in descriptions may also 

be removed, illustrating a tension between security and usability. 

The experiments therefore suggest a trade-off: stricter san-itization improves safety but may reduce de-

scriptive richness and developer convenience. Nevertheless, in security-sensitive environments, this 

trade-off is often acceptable, especially when combined with alternative documentation channels that 

are not directly consumed by the LLM. 

 

9. Discussion 

The results support the argument that MCP deployments should adopt a zero-trust stance toward tool 

metadata. Relying on tool providers to self-police their descriptions is insuf-ficient, particularly when it 

is trivial to embed high-impact instructions into otherwise harmless-looking text. 
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A. Security–Performance and Development Trade-Offs 

Introducing a gateway layer adds minimal computational overhead but some architectural complexity. 

Operators must maintain validation rules, monitor security alerts, and ensure that upstream servers are 

properly registered with the gateway. Developers may also need to adjust expectations about how much 

procedural detail they can safely place in tool descrip-tions. 

From a performance standpoint, the additional parsing and regular-expression checks are lightweight 

compared with typ-ical LLM inference costs. Therefore, the dominant cost is operational rather than 

computational. In return, the gateway provides a material reduction in attack surface by stripping out 

dangerous instructions before they reach the model. 

 

B. Limitations and Evasion Risks 

The present implementation uses static rules and regular expressions, which can be bypassed by suffi-

ciently sophisti-cated adversaries. Attackers could obfuscate instructions, use euphemistic language, or 

distribute malicious logic across multiple tools whose individual descriptions appear benign. Addition-

ally, overly aggressive rules may generate false posi-tives, neutralizing legitimate advanced behaviors. 

Future research should therefore explore adaptive and learning-based sanitizers that can model semantic 

risk rather than relying solely on surface patterns. Integration with policy engines, provenance tracking 

for tools, and anomaly detection over tool invocation sequences may provide further robustness. 

  

10. Conclusion 

This research has empirically demonstrated that the Model Context Protocol (MCP) introduces a criti-

cal ”Metadata Trust Gap” in agentic AI systems. By weaponizing tool descriptions across eight distinct 

attack vectors—including Data Exfiltra-tion, Rug Pull exploits, and Instruction Hijacking—we showed 

that malicious servers can effectively override user intent through the model’s reasoning layer. 

The proposed MCP Sentinel Gateway provides a robust, zero-trust solution to this vulnerability. By 

implementing a decoupled middleware layer for metadata sanitization, we successfully neutralized 100% 

of the demonstrated exploits in a controlled environment. While static, rule-based filtering provides an 

immediate defense, future work should explore dynamic, LLM-based ”Judge” models to detect more 

sophis-ticated linguistic obfuscation in tool metadata. Ultimately, as AI agents move toward full auton-

omy, the security of the discovery layer must become as standardized as the protocol itself. 

  

 

 



P. Verma et al., IJSRMES2026S08 1(S1) 69-80 (2026) 

 

IJSRMES: International Journal for Scientific Research in Modern Engineering and Scienc e 80 

 

References 

[ 1 ] H. Errico, J. Ngiam, and S. Sojan, “Securing the Model Context Protocol (MCP): Risks, controls, 

and governance,” arXiv preprint arXiv:2511.20920, 2025. 

[ 2 ] Anthropic PBC, “Model Context Protocol Specification,” 2024. [Online]. Available: 

https://modelcontextprotocol.io/ 

[ 3 ] Anthropic PBC, “MCP Python SDK: A library for building MCP servers and clients,” 2024. 

[Online]. Available: https://github.com/modelcontextprotocol/python-sdk 

[ 4 ] OWASP Foundation, “OWASP Top 10 for Large Language Model Appli-cations v1.1,” 2024. 

[Online]. Available: https://owasp.org/www-project-top-10-for-large-language-model-applica-

tions/ 

[ 5 ] F. Perez and I. Ribeiro, “Ignore Previous Instructions: Don’t Prompt Inject Me,” arXiv preprint 

arXiv:2211.09527, 2023. 

[ 6 ] X. Liu et al., “Prompt Injection Attacks and Defenses in LLM-Integrated Applications,” Proceed-

ings of the 2024 Conference on Empirical Methods in Natural Language Processing, 2024. 


